Encrypting a text string based on a key in Delphi

There are lots of way can encrypt a text string based on a key. By the approach, you can use a single numerical key, or text string. In terms of security's
point of view, text string-based key has better security performance.Below code is an example of string encryption module.

function Encrypt(const InString:string; Salt:string): string;

var

i : Byte;

Start Key, MiltKey, AddKey: Word;
begi n

Result :="'";

if (Salt ="'") then begin

Result := InString;
end

el se begin
StartKey := Length(Salt);
MiltKey := Ord(Salt[1]);

AddKey : = 0;

for i := 1 to Length(Salt) - 1 do AddKey := AddKey + Ord(Salt[i]);
for i :=1 to Length(InString) do

begi n

Result := Result + CHAR(Byte(InString[i]) xor (StartKey shr 8));
StartKey := (Byte(Result[i]) + StartKey) * MiltKey + AddKey;
end,
end;
end;

function Decrypt(const InString:string; Salt:string): string;

var

i : Byte;

StartKey, MiltKey, AddKey: Word;
begi n

Result :="'";

if (Salt ="'") then begin

Result := InString;
end

el se begin
StartKey := Ord(Salt[1]);
Mil t Key := Length(Salt);

AddKey : = 0;

for i := 1 to Length(Salt) - 1 do AddKey := AddKey + Ord(Salt[i]);
for i :=1 to Length(InString) do

begi n

Result := Result + CHAR(Byte(InString[i]) xor (StartKey shr 8));
StartKey := (Byte(InString[i]) + StartKey) * MiltKey + AddKey;
end;
end;
end,

By the way, above was not helpful for me - | use multibyte character, and below code was so helpful even though I can't use any key on the documentation

uses | dCoder, |dCoderM ME, |dd obal;

begi n
/'l encode string
sMast er XML. Text : = TlIdEncoder M ME. EncodeSt ri ng(sMast er XML. Text, | ndyText Encodi ng_UTF8);

/| deocde string
sMast er XML. Text : = Tl dDecoder M ME. DecodeSt ri ng(sMast er XML. Text, | ndyText Encodi ng_UTF8);

end;

Below is combined encryption algorithm which provides much better secure results.



uses | dCoder,

| dCoder M ME, |dd obal ;

const CK_ENC_VAR_RANCE=10;

functi on CKEncrypt (const Source:string;

Salt:string): string;

var
i, lenSalt, key, keyWight: Wrd;
InString: string;
begi n
Result :="'";
if (Salt ="'") then begin
Result := Source;
end el se begin
InString := TldEncoder M ME. EncodeSt ri ng( Source, |ndyText Encodi ng_UTF8);
lenSalt := Length(Salt);
keyWei ght := 0;
for i :=1to lenSalt do keyWeight := keyWight + ord(Salt[i]);
keyWei ght : = keyWei ght nbd CK_ENC_VAR RANCE;
for i :=1 to Length(InString) do
begi n
key := ( ord(Salt[(i nmbd lenSalt) + 1]) nod CK_ENC VAR RANGE);
Result := Result + CHAR(Byte(InString[i]) + key - keyWeight);
end;
end;
end,

function CKDecrypt(const InString:string; Salt:string): string;

var

i, lenSalt, key, keyWeight: Word;
Target: string;

begi n
if (Salt
Tar get

| enSal t

'') then begin

= InString;
end el se begin

;= Length(Salt);

keyWei ght := 0;
1 to lenSalt do keyWight := keyWight + ord(Salt[i]);
keyWei ght : = keyWei ght nbd CK_ENC VAR RANGE;

for i

Tar get

for i

begi n
key :

Tar get

end;
Resul t
end;
end;

{ Testng }

1 to Length(InString) do

( ord(Salt[(i nod lenSalt) + 1]) nod
;= Target + CHAR(Byte(InString[i]) -

.= Tl dDecoder M ME. DecodeSt ri ng( Tar get

procedure TFornil. ButtonlC ick(Sender: TObject);

begi n

Meno2. Text
Menp3. Text

end;

;= CKEncrypt (Menol. Text, 'foo');
1= CKDecrypt (Menp2. Text, 'foo');

CK_ENC_VAR_RANGE) ;
key + keyWei ght);

| ndyText Encodi ng_UTF8) ;
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