IAM

Allow/Deny specific buckets

{
"Version": "2012-10-17",
"Statenment": [
{
"Effect": "Alow',
"Action": "s3:*",
"Resource": [
"arn:aws: s3::: bucket-nanme",
"arn:aws: s3::: bucket - nane/ *"
]
},
{
"Effect": "Deny",
"Not Action": "s3:*",
"Not Resource": [
"arn:aws: s3::: bucket-nane",
"arn:aws: s3::: bucket - nane/ *"
]
}
]
}

Allow a specific bucket only

https://aws.amazon.com/ko/premiumsupport/knowledge-center/s3-console-access-certain-bucket/

{
"Version":"2012-10-17",
"Statenent": [
{
"Effect":"Al ow',
"Action":[
"s3: Li st Bucket "
1,
"Resource":"arn: aws: s3: : : AWBDOC- EXAMPLE- BUCKET"
}
{
"Effect":"A |l ow',
"Action":[
"s3: Put Obj ect ",
"s3: Get Obj ect”
1,
"Resource": "arn: aws: s3: : : AWBDOC- EXAMPLE- BUCKET/ *"
}
I
}

Allow a specific bucket only + API Key Access


https://aws.amazon.com/ko/premiumsupport/knowledge-center/s3-console-access-certain-bucket/

"Version": "2012-10-17",
"Statenent": [
{
"Sid": "Visual Editor0",
"Effect": "Alow',
"Action": [
"i am Del et eAccessKey",
"s3: Li st Bucket ",
"iam Cr eat eAccessKey",
"iam Li st AccessKeys"
1
"Resource": [
"arn: aws: s3: : : AWBDOC- EXAMPLE- BUCKET" ,
"arn:aws:iam:<12 DIG@ TS ACCOUNT | D>:user/*"

"Sid": "Visual Editor1",
"Effect": "Alow',
"Action": [
"s3: Put Obj ect”,
"s3: Get Obj ect”
1.
"Resource": "arn:aws:s3::: AWSDOC- EXAMPLE- BUCKET/ *"
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